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Abstract

As efforts at combating electronic mail Spam rages on, users and technocrats are
becoming fuzzy in their judgment of what actually constitute Spam. Most Spam
filters depend on routing information, sender addresses, message title, evidence
of bulk mailing, non-solicitation and mail contents to identify Spam messages.
Some researchers have posited that it is the act of blindly mass-mailing a
message that makes it Spam and not the actual content of the message. This to
our understanding relegates the use of message content as an important factor in
designing filters for identifying Spam mails. To identify the effectiveness of
filtering with or without considering mail contents, we calculated the probability
of the occurrence of events; Spam and real mails (called Ham) in terms of
mutually inclusive and exclusive events. We then used probability theory to
model parameters for identifying their instances. Our results showed that the
efficiency of filtering Spam mails using other parameters and without
consideration for the message content in an inclusive mail corpus reduces the
volume of false positives by 8.3%. For an exclusive Spam corpus, that is, mails
that are identified as Spam, filtering without consideration for message content
reduced the efficiency of the filter by 7.7%.
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Introduction

Techniques currently employed to prevent Spam revolves around using filters to  examine
various parts of mail message to determine whether or not it is Spam. These systems are either
origin or address-based filters which typically use network information for classifying mails and
content filters that examine the contents of email messages. Rule-based or heuristic filters (by
extension a content filter) search the email message for patterns that indicate Spam. These
patterns could include specific words or phrases, malformed message headers, large amounts of
exclamation marks and capital letters. Detection of a specific pattern attribute that exceeds a set
threshold classifies a message as Spam. Rule-based filters were the most common type of Spam
filter until 2002, when Bayesian filters became popular (Graham 2002). Bayesian (also known as
statistical) filters work by analyzing the words inside an email message to calculate the
probability that it is Spam. This probability is based on not only those words that provide
evidence that a message is Spam, but also on those words that provide evidence that a message is
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not Spam. Words that are not generally found in Spam messages contribute to the probability
value in very much the same way as words that are frequently found in Spam messages.

To calculate an e-mail’s Spam probability with a good degree of accuracy, Bayesian filters
need to be trained by being given examples of what constitutes a Spam email and what does not.
The advantage of this technique is that, given appropriate time and training data, Bayesian filters
can achieve a combination of extremely high accuracy rates with a low percentage of false
positives. The low amount of false positives generated by a Bayesian filter is useful, as users
generally regard the classification of legitimate emails as Spam as an order of magnitude worse
than receiving Spam incorrectly classified as legitimate (false negatives).

Related Literature

Data mining, machine learning, text classification and social network techniques, such as
Reputation Network Analysis techniques and global collaboration filters have been applied to
categorizing text for filtering purposes. Some of these include, density-based filters, feature
selection and feature categorization (Lewis, 1992), memory-based approach (Sakkis, 2003),
artificial neural networks (Drewes, 2002), machine learning for filtering (Sebatiani, 1999),
subject line labeling (FTC 2005), pattern discovery based system (Isidore and Tien, 2005), sender
and receiver addresses as cues for filtering (Chi-chien, 2003). Rajkumar et al (2006) proposed a
technique which revolves around using intrusion detection system (IDS) techniques, specifically
audit log analysis, to stop Spam messages before they enter the network. Longe & Chiemeke
(2006) proposed a hybrid collaborative content-specific filters (SPAMANQ) for trapping Nigerian
scam mails at the origin.

Mail Constituents

In order to design effective Spam filters, elements that have been used to identify Spam include
routing information, sender addresses, message title, evidence of bulk mailing, non-solicitation
and mail contents. We disagree with the school of thought (lon et al, 2000), that posited that it is
the act of blindly mass-mailing a message that makes it Spam and not the actual content of the
message

Given the universal corpus of what constitute Spam mails as:

Spam Mail = Sy, and identifying elements as
Routing information = R;

Sender addresses = S,

Message title = M

Bulk Mails = B,

Mail contents = M,

Not-solicited = N

Then we can express Sy, mathematically as:
Sm = f(RIl Sa ] MI ’ Bm y MC! NS) (1)

On the other hand ‘Ham’ are also electronic mail messages but not exact opposite of Spam as

©2008 JITI



Spam Filtering 3

some authorities might want to posit. Ham and Spam share few characteristics and the fact that
they shared it at all is one of the major challenges in designing effective antispam systems.

Ham can be defined by the following properties.

Ham mails = H,,.

Routing information = R, (the determinant for white-listing or blacklisting in origin based
filters)

Sender addresses = S, (A determinant for challenge-response, white-listing or  blacklisting
in origin based filters)

Message title = M,  (Used in content-based filters)
Not Bulk Mail = Ngp, (Very subjective)
Mail contents =M,  (Used in content-based filters)
Solicited Mail =S (Used in origin-based filters)
Ham (Hy,) can therefore be expressed mathematically as:
Hm = f(Rt*u Sa* ] Mt* y NBm ’ MC*y SS) (2)

Using set theory, the union of (1) and (2), Uy, constitute the universal set of e-mails (Ur) (that is
the entire pool of mails containing both ham and Spam)

Expressed mathematically,
Un=SmUHn= f(R, Ry, My, Mt*, S, S, B, M, M, NBpy, Ns, S) (3)

The Union of any of these two corpuses of mail parameters or the existence of any of them singly
can cause an email to be recognized as either Ham or Spam.

The specific identification of a mail exclusively as Spam (Es) is therefore expressed as the
intersection of (1) and (2) . This expression can be two-fold:

(@) Taking the mail content into consideration (Wc)
(b) Without taking the mail content into consideration (Wtc) and

(We) =SmHin=f(Ry, Sa, Mt, Mo) (4)
(WtC) =Sm N Hn= f(Rta Sa, Mt) (5)

These expressions are based on the understanding that Rt = Rt*, Mt = Mt*, Sa = Sa* and Mc
=Mc*.

From (4), we can deduce that Routing information (R;), Sender addresses (S,), Message title
(My) and Mail contents (M) are common denominators to Ham and Spam and therefore remains
very powerful parameters for separating and classifying electronic mails as Spam or Ham. Efforts
at designing credible filters must therefore be directed at these parameters. Among these
parameters, the subtlest in the hand of the spammer is the message content. Whether directed as
mass mailing or singly at a victim, the spammer, through the choice of the right words
(manipulated and otherwise) can gain tremendous advantage at the expense of the recipient.
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We introduce probability concepts to identify the extent of efficiency for filtering Spam with or
without consideration for the message content.

When content is considered the following holds:

No of Universal parameter for identifying mails =12
No of parameters for exclusively identifying Spam =6
No of parameters for exclusively identifying Ham =6

Probability of Mail Containing Spam = n(Sm) = © =05 (6)
Um 12
Probability of Mail Containing Ham = n(Hm) = s =0.5 (7)
Um 12
When content is not considered the following holds:
No of Universal parameter for identifying mails =10

No of parameters for exclusively identifying Spam =5
No of parameters for exclusively identifying Ham =5

Probability of Mail Containing Spam = n(Sm) = > =05 (8)
Um 10

pr obability of Mail Containing Ham = "1™ _ 5 _ g5 9)
Um 10

Equations 6/7 and 8/9 imply that in the universal corpus, the chances of Ham and Spam
occurring are the same (50 — 50).

Corpus of Filtering

Inclusive Filtering

To identify the effectiveness of filtering with or without contents, we calculate the probability of
the events S, and H,, in terms of mutual inclusiveness and exclusiveness.

The chances or probability that a sent mail could be either Spam or Ham given consideration
to mail content or not is derived below:

Puc(Sm U Hi) =P(Sm) + P(Hm) - P(Sm N Hu)
P(SM) =%,

P(HM) = %,
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P..(SmAHmM) =

P_(SmmHmM)= =
W'[C( ) 12

Efficiency of Filtering with contents (Ex) is given:

PWC(SmuHm):lJr 1.1
2 2 3
_1 -1
3
_2
3
= 0.6667
= 66.67%

Efficiency of Filtering without contents (Es.)is given:
PMC(Sm U Hm):P(Sm) + P(Hm) - P(Sm ﬂ Hm)

5 5 1
12 12 4
10 1
12 4
10 - 3
12
7

12

= 0.5833

= 58.33%

Exclusive Filtering

In the event that the occurrence of Spam and Ham are mutually exclusive (that is the mails going
into the filter are either totally Spam or Ham), the efficiency of the filtering system when mail
contents are considered is given as:
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P (SMNHmM)

= P,.(Sm) x P(Hm)
5 5

271

25

144

= 0.1736

= 17.3%

In the exclusive event in which the mail content is not considered as part of the filtering
parameters, the efficiency of the filtering system is given as:

P,.(SmNHmM)
= P,.(Sm) x P(Hm)

Experimental

We pursue exclusivity in our experimental in order to validate our theoretical proposition. The
subjective factors of bulk mailing and non-solicitation were removed as elements that do not
absolutely identify a mail as Spam. Using common parameters for Spam, mails messages already
classified as Spam by our scanning system were taken through the filter designed as part of the
preliminary framework for the SPAMANg project. Selected parameters were activated in
sequence in the filtering process. Results obtained are depicted in the table below.

Table 1. Filtering by Parameter Selection

Parameters Number Of Number % Precision  No Of False %Misses
Messages Identified As Positives
Spam By
Filter
R; 153 44 28.75 109 71.24
Ry, Sa 153 73 47.71 80 52.28
Ry, Sa, M; 153 136 88.88 17 11.11
Ry, Sa, My, M, 153 147 96.07 06 3.92

Key: R = Routing information; S, = Sender addresses; M; = Message title; M, = Mail contents
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Figure 2. Text Category Interface for Including New Text/Message Content

Results and Discussions

The interpretation of the results for the inclusive probability is that there are 58.33% chances that
Spam mails can be correctly filtered when mail content is not considered as part of the filtering
parameters. Whereas with the inclusion of mail content, the efficiency increases to 66.67%.

Ere - Ene = (66.67 - 58.33)% = 8.34%

The expression above shows that chances are that 8.34% of already filtered mails are Spam and
they escaped the filtering system. That means the rate at which the filtering system produce false
positives is 8.34%. Obviously, this percentage affects the throughput of the system.
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For the exclusive filtering we have the probability that there are 25% chances that Spam mails
can be correctly filtered when mail content is considered as part of the filtering parameters.
Whereas without considering contents, the efficiency decreases to 17.3%.

Etc - Efwe = (25.0-17.3) = 7.7%
Here, the result is interpreted as 7.7% of mails that are Spam are categorized as being non-Spam.

From Table 1, the efficiency of filtering improves as we descend the parameter column that is
as more features/factors are introduced. The low efficiency experienced with the use of Routing
Information (R;) and Sender Addresses (S,) is not unconnected with the number of IP and Sender
addresses either blacklisted or whitelisted in our database. This part of the system is collaborative
and will contribute more towards increased efficiency as the filtering system evolves. The marked
improvement when message titles are introduced is not unconnected with the fact that text
categories within message titles form part of the corpus for training the text classification engine.
As our research has progressed, we already identified peculiar words/text categories in the
Nigerian Yahoo-boys mail corpus (419 mails). An additional improvement was noticed as
message content is introduced thereby justifying the additional efficiency expressed in the
theoretical probability foundation. In this case, the margin is 7.19 (96.07 — 88.88) as compared to
7.7 in the probability computations.

Conclusion

Most Spam filters depends on routing information, sender addresses, message title, evidence of
bulk mailing, non-solicitation and mail contents to identify Spam messages. The most subtle tool
in the hand of the spammer among the various parameters mentioned remain the message content
which can be easily manipulated to fool Spam filters. To calculate an e-mail’s Spam probability
with a good degree of accuracy, Spam filters need to be trained not just by being given examples
of what constitutes a Spam email and what does not but by providing absolute parameters by
which Spam can be identified. The advantage of this technique is that, given appropriate time and
training data, Spam filters can achieve a combination of extremely high accuracy rates with a low
percentage of false positives. The low amount of false positives generated by a Bayesian filter is
useful, as users generally regard the classification of legitimate emails as spam as an order of
magnitude worse than receiving Spam incorrectly classified as legitimate. For the instances
considered above, results showed that the exclusion or relegation of message contents as a
filtering parameter, considerably affects the throughput of antispam systems.

Future Direction

Different forms of Spam have peculiarities in the use of language. Therefore an understanding of
the nature of text categories and possible manipulations by Spammers to fool Spam filters within
specific Spam corpus that we are dealing with is imperative in the design of effective filters. Our
future work will concentrate on expanding the understanding of the various forms of
manipulations that Nigerian yahoo-boys carry out in order to fool Spam filters. We also intend to
critically study mail messages for which the efficiency of our current filtering is low in order to
identify new words within the mail content. This will enable us increase the vocabulary for
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training our text classification engine.
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